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Executive Summary

During the period of November 03 to November 10, 2026, Mongolia actively engaged
in diplomatic efforts to bolster its "Third Neighbor" policy and enhance its security
posture. Key developments included a high-level dialogue with the United States on
export controls to prevent proliferation and ongoing efforts to streamline border trade
with its immediate neighbors. Cybersecurity remained a significant concern, with
reports from earlier in the year detailing persistent threats from China-linked
state-sponsored actors targeting government entities. Mongolia continued to balance
its strategic relationships with Russia and China while deepening cooperation with
Western partners, reflecting its commitment to multilateralism and economic
diversification.

Key Security Developments

• Diplomatic Relations (United States)
On November 5, 2026, U.S. Ambassador Richard L. Buangan participated in a Senior
Officials Dialogue on Export Controls in Ulaanbaatar. The Ambassador emphasized the
critical need for Mongolia to strengthen its legal frameworks for export controls to
prevent the proliferation of weapons of mass destruction, which would also facilitate
access to advanced technologies and attract new investment.

• Border Security (Russia)
Russia's Federal Customs Service announced temporary suspensions of vehicle and
individual crossings at several checkpoints along the border with Mongolia on
November 4 and 10, 2026. These restrictions were attributed to the observance of
National Unity Day in Russia and national holidays in Mongolia, impacting cross-border
movement at locations such as Tashanta, Khandagayty, Tsagan-Tolgoi, and
Shara-Sur.

• Border Security (Trade Facilitation)
As of November 3, 2026, the Mongolian Ministry of Road and Transport, in conjunction
with Erdenes Tavan Tolgoi JSC, was actively working to alleviate congestion and
accelerate export transportation at key border crossings. Efforts focused on increasing
daily vehicle departures at Khangi-Mandal and Gashuunsukhait-Gantsmod, aiming to
double current figures and eventually reach 1,200 vehicles per day at the latter to
boost export capacity.
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• Cybersecurity Incident Reporting
A China-aligned threat actor, designated GopherWhisper, was reported in April 2026
to have targeted a Mongolian government institution. This group, active since at least
November 2023, utilized common communication platforms such as Discord, Slack,
and Microsoft 365 Outlook for covert command-and-control operations and data
exfiltration, indicating a persistent cyber espionage threat.

• Diplomatic Relations (European Union)
The EU and Mongolia held their annual Joint Committee meeting in Brussels on June
29, 2026, reaffirming their commitment to developing relations under the Partnership
and Cooperation Agreement. Both sides agreed on the importance of promoting peace
and security in Northeast Asia, with the EU acknowledging Mongolia's bridging role in
the region.

• Defense Policy and Strategic Shifts (Germany)
A long-term cooperation agreement between the Ministry of Defense of Mongolia and
Germany's Federal Ministry of Defense, signed on November 5, 2025, continues to
shape Mongolia's defense policy. Under this agreement, Germany committed EUR 1
million to enhance training capabilities and logistical infrastructure for the Mongolian
Armed Forces, building on previous support for UN peacekeeping and mountain
warfare expertise.

• Military Activities (Russia-Mongolia)
Preparations for the joint Russian-Mongolian military exercise "Selenge-2026" were
reported in June and July 2026, with Russian military personnel arriving in Mongolia for
the drills. This exercise underscores the ongoing strategic military partnership
between the two nations, formalized by a 2027-2031 plan signed in September 2026.

• Military Activities (India-Mongolia)
The 18th edition of the joint military exercise "Nomadic Elephant 2026" between India
and Mongolia concluded on October 3, 2026, in Pithoragarh, India. The exercise, which
ran from September 21, focused on building joint operational capabilities for
counter-insurgency operations under a United Nations mandate, including tactical
drills, heliborne operations, and dedicated cyber security training.

• Counter-terrorism and Border Security
Mongolia's Passenger Information Unit (PIU), operational since January 2025 with
support from the UN Countering Terrorist Travel (CT Travel) Programme, continued to
be instrumental in identifying serious crimes in 2026. These included suspected
smuggling, drug trafficking, money laundering, and terrorist financing, with authorities
detecting attempted illegal cross-border smuggling valued at approximately USD 200
million.
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Cyber Threat Landscape

Mongolia continues to face a persistent cyber threat landscape, primarily from
state-sponsored actors. A notable development from earlier in 2026 was the
identification of GopherWhisper, a China-aligned threat actor, which targeted a
Mongolian government entity. This group, active since at least November 2023,
employed sophisticated tactics, including the use of legitimate communication
platforms like Discord, Slack, and Microsoft 365 Outlook for command-and-control and
data exfiltration, indicating a focus on cyber espionage. The National Security Council
of Mongolia's Institute for Strategic Studies reported 1.6 million total cyberattacks and
incidents in 2024, with 13,061 cybercrimes costing $25.4 million in damages.

In response, the Mongolian government has established a robust legal and regulatory
framework, including a 2021 cybersecurity law and a National Cyber Security Strategy
approved in January 2023. The Cyber Security Council confirmed in March 2026 that
the legal environment is fully established with the approval of the National Cyber
Attack Defense Plan and an Information Sharing and Cooperation Protocol. Mongolia
has also shown progress in international rankings, ascending to Tier 3 (Evolving) in
the Global Cybersecurity Index 2024, with its legal and organizational metrics
surpassing the Asian regional average. However, challenges remain in translating this
framework into practice, with compliance rates reported as critically low in 2025 and a
need to strengthen audit quality and develop more skilled cybersecurity professionals.

Background: Threat actors known to target Mongolia include APT28 (Russia-linked),
Earth Lusca (China-linked), APT21 (China-linked), Curious Gorge (China-linked),
Gelsemium, and Vicious Panda (China-linked). Russian cyber spies, specifically APT29
(Midnight Blizzard), were also reported to have conducted espionage campaigns
against Mongolia's Ministry of Foreign Affairs and Cabinet websites in 2023 and 2024.

Geopolitical Impact and Regional Dynamics

Mongolia's security developments during this period underscore its delicate balancing
act within a complex geopolitical landscape, heavily influenced by its "Third Neighbor"
policy. The ongoing diplomatic engagements with the United States, particularly the
dialogue on export controls on November 5, 2026, highlight Mongolia's commitment
to aligning with Western non-proliferation efforts and diversifying its strategic
partnerships beyond its immediate neighbors. This move is crucial for Mongolia to
gain access to advanced technologies and attract foreign investment, reducing its
economic overreliance on Russia and China.

Relations with Russia remain robust, as evidenced by the preparations for the
"Selenge-2026" joint military exercise and the signing of a strategic military
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partnership plan for 2027-2031 in September 2026. Concurrently, Mongolia maintains
a comprehensive strategic partnership with China, which included a military grant in
July 2026 and the "Steppe Partner 2026" joint army training exercise in June 2026.
These engagements reflect Mongolia's need to maintain stable relations with its
powerful neighbors, who are critical for its energy supplies and mineral exports,
respectively.

The deepening ties with European partners, such as the diplomatic summit with
Germany in October 2026 and the long-term defense cooperation agreement from
November 2025, further exemplify Mongolia's multi-vector foreign policy. These
partnerships aim to foster economic diversification, particularly in critical minerals,
and provide an alternative to the dominant influence of Russia and China. Mongolia's
active participation in multinational military exercises, like the recently concluded
"Nomadic Elephant 2026" with India, also reinforces its role as a contributor to
regional peacekeeping and stability, enhancing interoperability with democratic
partners.

EU Relations and Implications

Mongolia's relations with the European Union continued to develop positively, building
on the Partnership and Cooperation Agreement. The EU-Mongolia Joint Committee
meeting in Brussels on June 29, 2026, reaffirmed mutual commitments to peace and
security in Northeast Asia, with the EU appreciating Mongolia's bridging role. This
engagement aligns with Mongolia's "Third Neighbor" policy, seeking to broaden its
international partnerships and reduce overreliance on its immediate neighbors. The
EU's ongoing cooperation projects with Mongolia span various sectors, including trade
and investment, development cooperation, climate and environment, infrastructure
and transport, and governance and rule of law.

The recent diplomatic summit between Mongolian President Khürelsükh and German
Federal President Steinmeier in October 2026 further solidified European ties, focusing
on clean industrial initiatives and development agreements. This is particularly
significant for EU interests, as access to Mongolia's critical raw materials, such as
uranium, offers crucial supply chain diversification for Europe. The persistent cyber
threats, particularly from China-linked actors like GopherWhisper, pose potential
implications for EU interests and EU-funded cooperation projects in Mongolia,
especially those involving digital infrastructure or sensitive data. Ensuring robust
cybersecurity measures will be vital for the continued success and security of these
collaborations.

Military and Defense Analysis
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Mongolia's military and defense posture during this period reflects a strategic
emphasis on enhancing peacekeeping capabilities, modernizing its forces, and
diversifying its security partnerships. The recently concluded "Nomadic Elephant
2026" joint military exercise with India (September 21 - October 3, 2026) focused on
counter-insurgency operations under a UN mandate, including cyber security training
and the use of modern combat technologies like drones. This builds on the broader
"Khaan Quest 2026" multinational exercise, which concluded in July 2026, reinforcing
Mongolia's commitment to international peacekeeping and interoperability with
diverse partners.

Modernization programs are actively supported by both Russia and China. A
Russian-Mongolian strategic partnership plan in the military sphere for 2027-2031 was
signed in September 2026, aiming to provide a systematic and long-term character to
defense cooperation, including the modernization of Mongolian troops. Similarly,
China provided a military grant of passenger buses to the Mongolian Ministry of
Defense in July 2026, following the "Steppe Partner 2026" joint army training exercise
in June 2026, which focused on new technologies and combat tactics. Germany also
contributes to capability development through a long-term cooperation agreement
signed in November 2025, providing EUR 1 million for training and logistical
infrastructure, particularly for mountain infantry and UN peacekeeping preparations.
Defense spending trends indicate an increase, with a roadmap agreed with the US in
September 2026 to boost Mongolia's defense expenditure over the next five years,
aligning with American security assistance. Mongolia's consistent contribution to UN
peacekeeping operations, ranking as the 8th largest contributor as of 2024, further
demonstrates its commitment to global security.

Outlook and Forecast

Short-term trends (1-3 months): Mongolia is expected to continue its proactive "Third
Neighbor" policy, seeking to deepen economic and security ties with a diverse range
of partners while carefully managing its relationships with Russia and China. The focus
will likely be on implementing the recently discussed export control legislation with US
support and integrating lessons learned from recent multinational military exercises.
Efforts to streamline border trade and reduce congestion, as seen in early November
2026, will likely continue to be a priority to sustain economic growth. Cybersecurity
initiatives, including improving compliance rates and developing skilled professionals,
will remain a critical area of focus following the reported activities of state-sponsored
actors.

Critical flashpoints and risk areas: A primary flashpoint remains Mongolia's economic
vulnerability due to its heavy reliance on Russian energy and Chinese mineral export
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markets. Any significant disruptions in these areas, whether due to geopolitical
tensions or supply chain issues, could have substantial internal security and economic
implications. The persistent threat of cyber espionage from state-sponsored actors,
particularly those linked to China and Russia, poses a continuous risk to government
institutions and critical infrastructure. Border security, while actively managed,
remains a risk area given the vast and sometimes porous borders, which authorities
acknowledge could allow transnational threats entry.

Indicators to monitor: Key indicators to monitor include the progress and effectiveness
of Mongolia's export control legislation and its implementation, which will signal its
commitment to non-proliferation and its ability to attract high-tech investment.
Further developments in its cybersecurity strategy, particularly improvements in
compliance and capacity building, will be crucial. Trends in trade diversification,
especially with EU partners for critical raw materials, and changes in energy supply
arrangements with Russia should be closely watched. Any shifts in the frequency or
nature of joint military exercises with its "third neighbors" versus Russia and China will
also be indicative of its evolving strategic alignment.

Strategic recommendations: Mongolia should continue to aggressively pursue
economic diversification strategies to reduce its dependence on any single partner,
leveraging its critical mineral resources to attract investment from a broader range of
countries, particularly from the EU. Strengthening its national cybersecurity
infrastructure and human capital through international partnerships and robust policy
implementation is paramount to mitigate persistent state-sponsored threats.
Furthermore, Mongolia should continue to enhance its border security capabilities, not
only for trade facilitation but also for counter-terrorism and anti-smuggling efforts,
possibly through increased cooperation with international bodies like the UN CT Travel
Programme. Maintaining its "proactive neutral policy" and its role as a bridge in
Northeast Asia will be vital for navigating complex regional dynamics.

```json

{

"threat_level": "Elevated",

"hotspots": [

{

"label": "Ulaanbaatar",

"detail": "The capital city is a hub for diplomatic activity and a primary target for cyber
espionage against government institutions.",

"lat": 47.9186,

"lng": 106.9175,
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"intensity": 3

},

{

"label": "Tashanta Border Crossing",

"detail": "A key border checkpoint with Russia experiencing temporary suspensions
for vehicle and individual crossings.",

"lat": 50.0833,

"lng": 87.7500,

"intensity": 2

},

{

"label": "Khangi-Mandal Border Crossing",

"detail": "A critical border crossing with China, undergoing efforts to accelerate export
transportation and ease congestion.",

"lat": 44.9000,

"lng": 110.0000,

"intensity": 2

},

{

"label": "Gashuunsukhait-Gantsmod Border Crossing",

"detail": "A major border crossing with China, targeted for significant increases in
export vehicle capacity.",

"lat": 43.0000,

"lng": 107.0000,

"intensity": 2

}

]

}
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